InLoox X

Project management - integrated into Outlook
InLoox 6.x configuration guide for Microsoft SQL Server

An 1Q medialab / OptCon Whitepaper

Published: January 2010
Author / copyright: © 2008 Heinz-Peter Bross, OptCon GmbH.

You can find up-to-date information at http://www.inloox.com



http://www.inloox.com/

InLoox X{

The information contained in this document represents the current view of IQ medialab on the issues discussed as of the date of publication. Because
1Q medialab must respond to changing market conditions, it should not be interpreted to be a commitment on the part of IQ medialab, and IQ medialab
cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only. 1Q MEDIALAB MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE
INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be
reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying,
recording, or otherwise), or for any purpose, without the express written permission of IQ medialab GmbH.

© 2010 1Q medialab GmbH & Heinz-Peter Bross, OptCon GmbH. All rights reserve.
1Q medialab and InLoox are either registered trademarks or trademarks of IQ medialab GmbH in Germany and/or other countries.
The names of actual companies and products mentioned herein may be the trademarks of their respective owners.



InLoox X\

Contents
1=l o1t e T ) o] 11 =1 1T o PP PPPPPPRR 1
SOQL SEIVEI INSLAIALION ....eeevviiiiiiiiiiiieiiieieie ettt eeeeeeeeeeeeeteeee s eeeseassssssssssesesssssssssssssssssssssssssssssssssssessrssersrnres 1
Obtain a SQL Servers 2005 EItION..........cuiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeveeeteeeeesesessssseressrsrsrersressrsrrrrrerrrrre.—... 1
Initial installation of SQL Server 2005 0N WiINAOWS SEIVET .......iiiiiiiiiiiiiiiieieieieeeeeeeee e eeseeneeeesssneesnensnsnns 1
L0 01Tt QT 013 = 1| F= L4 o o PRSP PPPR 1
L@ 0= 11 o [ =0 1 £ PR 1
Y@ I ST=T V=T g @fo T o) o U] =11 (o] o SRR 2
Check the SQL Server Configuration Manager SEMINGS.......uuvuiiiiiiiiiieieeieeeeeeieeireeesesereeererererererererere——.. 2
S0l r= ol olo] o1 T [V ] £= 11T ] o P PP P PP PUPPPP 3
AUthOriZations CONFIGUIALION...... ... s 4
Extended configuration options / troubleshooting ..., 6
Authorization configuration with SQL Servers Management Studio.........cccoooeeeiiiiiiiiiiiieiiece s 6
Configuration for Clients outSide & dOMAIN ...........eiiiiiiiiiii e e 10
(@ 01T o1 T Tl = SRR 10
SQL Server BrowSer SEIVICE aCtVALION.........uuiiiiiiiiiii e ceeeiiitiit ettt e e e e e e e st e e e e e e e e e s e e s e s aenanneaeeeeeeaean 10
Create exceptions in the WIindows FIr@WaLl............ccuueiiiiiicoiiiiie e emee e 11
Create an exceptidior SQL Server 2005 in the Windows FireWall............ccceeeeeeiiiemniiiiiiee s 12
Create an exception for the SQL Server Browser Service in the Windows Firewall................cccccee...... 13
L0 o 1Tt 11y o (o =T 5 o] Yo )[4 ISR 13



InLoox X\

General information

This document describes the steps to successful configure and start-up a Microsoft SQL Server 2005.
Furthermore a suitable system configuration is described for using InLoox. A Windows Server 2003 is
used as example platform. This configuration guide is also valid for Windows 2008 Server. (Surface
Configuration is integrated in SQL Server Configuration Manager)

SQL Server Installation

Obtain a SQL Server s 2005 Edition

1. If you neither do have a Microsoft SQL Server 2005 licence nor an appropriate installation
medium, Microsoft SQL Server 2005 Express Edition is available free of charge under following
address:

http://www.microsoft.com/downloads/details.aspx?FamilylD=220549b5-0b07-4448-8848-
dcc397514b41&displaylang=en

Important: Please note that off-line replication is not possible with Microsoft SQL Server 2005
Express Edition. If you like to use the InLoox off-line availability, a Workgroup, Standard or
Enterprise Edition of Microsoft SQL Server is necessary. You find an overview of the SQL
Server versions capability characteristics under:

http://www.microsoft.com/sgl/prodinfo/features/compare-features.mspx

Initial installation of SQL Server 2005 on Windows Server

1. Microsoft offers extensive documentation to initial considerations before the installation under the
address http://technet.microsoft.com/en-gb/library/ms143719.aspx. In the following a standard
installation will proceed. Changes of the standard installation are not considered in this
document.

2. Install the Microsoft SQL Server 2005. You find a step by step guide under:
http://technet.microsoft.com/en-gb/library/ms143219.aspx

Check installation

Check after installation whether the SQL Server 2005 Service is executed:
1. Double click on Computer Management in the Control Panel >> Administrative Tools
3. Click on Services and Application >> Services

4. Look for the indicator name of the appropriate service. According to standard the service carries
the names SQL Server (MSSQLSERVER)
Open ing Ports

Please note that opening ports can lead to a safety risk in your network. Examine necessary safety
precautions in advance before opening ports!

1. Make sure that the database Server ports are not blocked. Examine the firewall properties of the
server as well as network hardware.

The standard port of Microsoft SQL Server is: 1433



http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&displaylang=en
http://www.microsoft.com/sql/prodinfo/features/compare-features.mspx
http://technet.microsoft.com/en-gb/library/ms143719.aspx
http://technet.microsoft.com/en-gb/library/ms143219.aspx
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SQL Server Configuration

If you try to connect from a remote computer or a client to an instance of Microsoft SQL Server 2005 an
error message might be appear:

InLoox Setup

\i) Database creation Failed. Please check your inputs and wour permisson on the server,

Server error: & network-related or instance-specific error occurred while establishing a connection to SGL Server. The server was not found or was nat
accessible, Verify that the instance name is correct and that SQL Server is configured to allow remote connections. {provider: Named Pipes Provider,
error: 40 - Could not open a connection to SOL Server)

This problem can occur with any program, which you use for connecting to SQL Server. Follow this guide,
in order to solve the problem.

Check the SQ L Server Configuration Manager settings

To achieve that the SQL Server instance is reachable on the network, you have to configure and switch
on the network protocols if necessary. Proceed as follows:

1. Click on Start >> Programs >> Microsoft SQL Server 2005 >> Configuration Tools
2. Afterwards click on SQL Server Configuration Manager

‘it Sql Server Configuration Manager

File  Action VYiew Help

figuration Mai
Services

Items

E SQL Server Services
_E,SQL Server Metwork Configuration ...
‘QISQL Mative Client 10.0 Configuratio...
_E,SQL Server Metwork Configuration
‘QISQL Mative Client 10,0 Configuration

. = . S0L Server Nebwork Configuration {32hit)
= S0L Native Clisnt 10,0 Configuration (32bit)

H sl server Network Configuration

3 S0L Native Client 10,0 Configuration

3. Open the branch SQL Server Network configuration in the left tree structure and click on
Protocols for MSSQLSERVER

‘i Sql Server Configuration Manager

Ele Action Wew Help

& B 2

‘g S0L Server Configuration Manager (Local) Pratocol Name Status
I 9QL Server Services ¥ shared Memory Enabled
.5, 50L Server Metwork Configuration {32bit) ¥~ Named Fipes Enabled

2 S0L Native Client 10,0 Configuration (32bit) F= TP Enabled

25 5L server Metwork Configuration

B Protocols far MSSQLSERVER ¥ Disabled

@ SQL Mative Client 10,0 Configuration

4. Right click on TCP/IP to activate this protocol
Deactivate Named Pipes the same way

6. If a message requests to start the SQL service again, click on the node SQL Server 2005-
Services, stop the SQL Server and SQL Browser and restart these thereafter. Make sure that
both services are running at the end.




InLoox ,‘({

Surface con figuration

1. Click on Start >> Programs >> Microsoft SQL Server 2005 >> Configuration Tools

2. Click on SQL Server Surface Configuration afterwards

3. The SQL Server 2005 Surface Area Configuration will open

& SQL Server 2005 Surface Area Configuration

SQL Server2005

Help Protect Your SQL Server

Microsoft' /4 Windows Server System

Minimize SQL Server 2005 Surface Area

S0L Server 2005 improves manageability and security by giving administrators more control over the suface area of local
and remate instances of SQL Server 2008, With the SOL Server 2005 Suface Area Configuration tools, you can easiy:

+ Dizable unuzed services and network. protocols for remote connections.
+ Disable unuzed features of SOL Server components.

For new installations, use these tools to enable required features, services, and network. protocols that are disabled by
default. For upgraded instances, use these tools to identify and disable unused features, services, and protocols.

@ Fiead more about configuring the SGL Server surface area.

Configure Surface Area for localhost [change computer]

% Surface Area Configuration for Services and Connections

?“_?j Surface Area Configuration for Features

4. Click on Surface Area Configuration for Services and Connections in the bottom area

5. The SQL Server 2005 Surface Area configuration will open

* Surface Area Configuration for Services and Connections - localhost

") SQL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the services and connection types used by your applications. Disabling unused services and connections heps
protect your zerver by reducing the surface area. For default settings, see Help.

Select a component and then configure its services and connections:

X

and rapid transaction processing.

[=lF] SOLEXPRESS Dizable this service unless your applications use it
= || Database Engine
=+ Service
Remote Connections Service name: |MSSQL$SQLE><PF!ESS |
|4, SOL Server Browser sl rens |5QL Server [SOLEXPRESS] |
Description: Provides storage, processing and controlled access of data

Startup type: |Automatic ~ |
Service status: |Hunn|ng |
[ Stop ] [ Pauze
“Wiew by Component
Qg ] [ Cancel ] [ Apply ] [ Help
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6. Extend the node Database engine and click on Service
7. Change the Startup type to Automatic if necessary. Confirm with Apply

8. Click on Remote Connections afterwards

9.

& Surface Area Configuration for, Services and Connections - localhost

") SQL Server 2005 Surface Area Configuration
@ Help Protect Your S5QL Server

Enable only the services and connection types used by pour applications. Dizabling unused services and connections helps
protect pour gerver by reducing the surface area. For default settings, see Help.

Select a component and then configure its zervices and connections:

= § SHLExPRESS By default, SOL Server 2005 Express, Evaluation, and Developer editions allow local
= [ Database Engine client connections only. Enterprise, Standard, and Workgroup editions also listen for
- Service remote client connections aver TEF'#’II_:'. Usn_e the options below to cha_nge the protocols
. on which SGL Server listens for incoming client connections. TCPAP is prefered over
*+ Femote Connections named pipes because it requires fewer ports to be opened acrass the firewall
# | SOL Server Browser

() Local connections only
() Local and remate connections
(%) Using TCPAP anly
) Using named pipes only
) Using bath TCPAP and named pipes

Wiew by Instance | Wiew by Component

[ 0K ] [ Cancel ] [ Apply ] [ Help ]

The standard settings of SQL Server Express Edition is Local connections only

10. Change the settings to Local and remote connections >> Using TCP/IP only
11. Confirm with OK

Authorizations config uration

After the Microsoft SQL Server installation on a Windows Server are several SQL security groups in the
Active directory. The membership in one of these groups permits the access to Microsoft SQL Server.

Add all users, who should receive access to InLoox, into the appropriate group:

1.

On the Server open: Start >> Programs >> Administration >> Active directory user and -
computers

Edit the appropriate user (e.g. Alon Average f) or the appropriate user group (e.g. ACoworker
sel l)ing

The dialog Options o f é@ppears. Change to the register Member of
Click on Add. The group select dialog appears

Enter the text SQLServer2005MSSQLUser (for SQL  Server 2005) and/or
SQLServer2008MSSQLUser (for SQL Server 2008) into the input field object names. Click on
check names. The name should be resolved as follows:

SQLServer 2005MSSQLUWer$ SERVERIAMESMSS@EERVER  (for SQL  Server  2005)
SQLServer 2008MSSQLUser$SERVERIAMESMSS@ERVER  (for SQL  Server  2008)

The SERVER NAME stands for the name of the SQL Server or the primary domain controller

Confirm the opened dialog fields with OK
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If you do not find the SQL user groups in the Active Directory of the Server, this can have different causes:

|l

You are located on a member Server of a domain without independent Active directory. Proceed
in this case as follows:

After MS SQL Server installation on a Windows 2003 member Server without Active Directory
stand the same groups are available under Start >> Programs >> Administration >> Computer
Administration >> System >> Local users and groups >> Groups, which are described on the

previous page.

O Computer, Management El@l E‘

g File  Action Wiew ‘Window Help

o BE XEBR @ E

=81

Q Computer Management (Local)
= m Svyskem Tools
Event Yiewet

Shared Folders

= E Local Users and Groups
[0 Users
G Groups

I Performance Logs and Alerty
A, Device Manager
= @ Storage
Remavable Storage

G Disk Defragmenter
,‘i Disk Management
@ Services and Applications

hame
gﬂdmmlstrators
Eackup Cperators
95 Distributed COM Uisers
gGuests
@ Metwork Configuration Operators
gPerFDrmance Log Users
Peanrmance Manitor Users
Power Users
gRemute Deskhop Users
gReplicator
Users
HelpServicesGrnup
g5QLSErVErZDDESQLBrDWSErUSEr$xP64
gSQLServerFDHUstUser$xp64$MSSQLSER\I'ER
SQLS MSSQLS ADHelperserdrPad
4 ER.
SQLServerSQLAgentUser$XP64$MSSQLSERVER

Descripkion

Administratars have complete and u,..
Backup Operators can override secu. ..
Members are allowed to launch, acti...
Guests have the same access as me...
Members in this group can have som, .
Members of this group have remate ..,
Members of this group have remate ...
Power Users possess most administr ...
IMembers in this group are granted £,
Supports file replication in a damain
Users are prevented from making ac. ..
Group For the Help and Support Center
Members in the group have the requ...
Members in the group have the requ...
Members in the group have the requ...
Members in the group have the requ...
Mermbers in the group have the requ...

Configure the group membership as described above

If you cannot find the SQL Server user group on the Server, you also have the possibility of
creating a new user group manually. Consider the chapter:

Extended configuration options / troubleshooting

Authorization configuration with SQL Server Management Studio
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Extended configuration options

Authorization

configuration

/ troubleshooting

with SQL  Server s Management S

tudio

1. Create a new user group InLoox in the Active directory
2. Add all InLoox users to this group

3. Click on Start >> Programs >> Microsoft SQL Server 2005 >> SQL Server Management
Studio

4. The Connect to Server dialog appears

£F Connect 1o Server [5_<|

Microsoft fl":'%?&rm Server Systemn

SQL Server 2005

Server name:

HE-WR250L2005 A4
| |

Luthentication:

I LConnect H Cancel H Help H DOptions »> ]

5. Select the appropriate Server under Server name
6. Click on Connect afterwards

7. Microsoft SQL Server Management Studio indicates that it is connected

l Microsoft SQL Server Management Studio Express
File Edit Wiew Tools Window Community  Help
O ewouery | (3 | (5 1 o | B (3] B B 5
» B X | Summary * X

Ohject Explorer
Y= AT
= [ 51 (50L Server 9.0.1399 - grueni)
" Databases
[ Security
-3 Server Obiects
3 Replication
[ Management

S Ikem(s)

_ Server Objects
(L1 Replication
[ Management

8. Open the Security node
9. Click on Login with the right mouse button

K. Microsoft SQL Server Management Studio Express

File Edit Wiew Tools ‘Window Community Help

L Mew query | [y | (5 o @

3 Replication

(3 Management

Ob = - X
e AT EaaT
= [:j 51 (50L Server 9.0.1399 - grueni)
Databases i H
=] g Security D Loglns
=] S1iSecurityiloging 2 Tkem(s)
&g
&5
[ Servt  pefresh Hame Created
3 Crede A grueni 09.02,2008
(3 Server Objects Bysa 08.04,2003
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10. Click on New Login

11. The window Login - New appears

H Login, - New EE]

“ g Script = m Help

# Server Roles

2 User Mapping Login narne: | | Seaar)
A Securables

A Status @ Windows authentication

() 50L Server authentication

Certificate narme: | |

Key name: | |
Server
51
X Default database: | master - |
Connection:
anseni Default language: | <defaults R |

Sj Wiew connection properties

Progress

Fieady

12. Click on Search

13. Click on Find Now in the new dialog

Select User or Group

Select this objzct type:
|User or Built-in szcurity principal | [ Obiject Types. .. ]

FEram this location:

| igm.net | [ Locations ]

Cormon Queties |

Name: [stants with v | |
| |
Disapled accounts Stop

Man expiiing password

&

Search esults:
Mame [RDN] E-tail Address In Falder ~
* ANONYMOUS LOGON
{ﬂ' Autherticated Users
“EOATCH B

@ CREATOR GROUP
“# CREATOR DwMER

*EoALUP

*# Digest Authentication

!ﬁ Distributed COM-Benutzer igm.het/Builtin
Druck-Operataren ign.net/Builtin

lﬂ' EMTERFPRISE DD&AIN COMTROLLERS ]

14. Look for the InLoox group in the Active directory or in the computer administration under
groups.
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15. Click on search and look for the object names

Object Types

Select the ypes of objects you want to find

DObject types:
#4 Buil-in security pincipals
ﬂi Groups
€ Users

16. Make sure that all object types are selected. Occasionally groups are not activated and you have
to set the appropriate option here, so that you can see the groups

Select User, or Group

Select thiz object twpe:

|User, Group, or Built-in security principal | [ Object Types... ]

Eram thiz location:

|iqm.net |[ Locations... ]

Enter the object name to select [examples):

WyinZ003W ohndverage Check Names
o (o)
17. The group was found and can be confirmed with OK
H Login - New E]E]
Selecta [y
aneral ; Script Lj Help
# Server Roles
2 User Mapping Login name: ‘WinQDD3UDhnA\IErag9 |[ Search.. ]
A Securables
2 Status (&) Windaws authentication

(O S0L Server authentication

Certificate name: ‘ |

Eey name: ‘ |
Server:
51
X Default databaze: ‘ master w |
Cornection:
grueni Default language: ‘ <defaults L |

27 View connection properties

Ready

18. The group name is inserted

19. Make sure that the option Windows authentication is selected. In cases of exception, e.g. if the
client is not merged in a domain, however you have to use the SQL authentication. Therefore,
an appropriate change of the SQL Server configuration is necessary, which can be set as follows:

1 Click with the right mouse button in the left area on SQL Server, and then click on
Properties.
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1 Change the Server authentification on register Security >> Server authentication to SQL
Server and Windows Authentication mode in the SQL Server Properties dialog and then
confirm with OK

Y Fordetails consider the Whitepaper fA-€onhéegureaMio
20. Click on User Mapping afterwards

H Login Properties - grueni Q@@
6 Seript = [ Hel
2 General ; " L_l] i
127 Server Roles
_’9 User kapping Usgers mapped ta this lagin:
_:: Securables Map Database User Default Schema
12 Status O diztribution
InLoax InLoaxlkser (-]
[0 master
[0 medb
Database rale membership for: CE
[] db_accessadmin
Server: [] db_backupaperatar
51 db_datareader
c o dbe_datawriter
ennectan [ db_ddladrir
[] db_derydatarzader
A View connection properties [] db_denpdatavriter
db_owiner
[] db_securityadmin
public

Ready

21. Users, who are assigned to this logon, see all SQL databases on this Server. Activate the InLoox
database here. If this database does not exist yet, publish the InLoox database with help of the
InLoox Setup

22. Subsequently, you have to assign the permission db_datareader, db_datawriter and db_owner
to the database role for the InLoox database. (db_owner is necessary o use user define fields)

23. With this approach, the appropriate group is registered in the Databases >> InLoox >> Security
>> User node at the same time

24. At the end you still have to click on the Server name >> Properties with the right mouse button
















